



HR Directorate – providing workforce support, solutions, advice and information
HR Guidance Note on the Use of Audio Recording Equipment

Legal Position

Any audio recordings made in line with this guidance note will constitute personal information for the purposes of the General Data Protection Regulation (GDPR) Act 2018. The making of a recording without the individual's knowledge or consent would breach at least two of the data protection principles, namely the duty to process data fairly and lawfully, and the duty to process data in accordance with the rights of individuals.  If consent is not given by all parties to record the proceedings, recording equipment cannot be used. “Fair" processing, according to GDPR requires consent, given there will always be the alternative of making a written note of the hearing/meeting.

NHS Lanarkshire will not covertly record meetings and expect that no employee will covertly record any discussions with managers, colleagues, patients or members of the public.

Audio recordings made of any meetings will be made in line with this guidance document and using NHS Lanarkshire’s HR recording equipment only.
The rights of individuals under the Human Rights Act include the right to be informed whenever data is held about them, the purpose for which the data is held, and the right to request and be granted access to that data. Thus, any audio recording made without the employee's knowledge would create a GDPR breach.

Consent

Employers may always record a hearing/meeting with an employee's verbal consent which will be recorded at the beginning of the hearing/meeting. If they record a hearing/meeting in this way, they should remember that this is "personal data" and should be processed as such in accordance with the Act's principles in the same way that they would treat the individual's personal file.

An employer who wishes to record a hearing/meeting with an employee will confirm in the formal invite letter to the meeting, it will be the intention to record the meeting. At the beginning of the meeting, an employer must seek the employee's verbal consent, and their representative if in attendance, to the recording before the hearing/meeting begins.  At the beginning of the recording, all parties should be asked for verbal consent to record the discussions in order that it has been recorded that consent has been given.  Employers must respect the employee's rights if they do not give his or her consent.  NHS Lanarkshire will never covertly record a meeting. 
If this occurs, then taking a written note of the hearing/meeting would achieve the same end. If, however, the employee gives their free consent, the audio recording may go ahead. The best way to document that you have obtained consent is to record the consent at the start of the process along with the hearing/interview.

It may also be appropriate to record a meeting where the individual requires a reasonable adjustment in line with the Equality Act 2010. This will normally be on the advice of Occupational Health.

Precautions will be taken to prevent any unauthorised access to personal data. Any information relating to named individuals will be handled and stored securely.  Information will be secure and stored within a locked filing cabinet and also held electronically, within the Human Resources Department. 
In accordance with the GDPR Act, data must not be kept any longer than is necessary for a particular purpose.

The electronic information will be retained in line with Scottish Government Records Management Policy, same timescales required for the retention of paper files.
The transcript of the audio recording will be shared with the individual’s concerned in line with the relevant policy. A copy of the transcript will be made available to the staff member in either written form or an alternative such as digital if required, and this will be agreed between all parties at the end of the recorded meeting.  All parties should be reminded of the confidential nature of the discussions, and as is practice at present, audio recordings or transcripts should not be discussed or shared with third parties or outwith the meeting unless there is a legal requirement to do so, however if such an instance occurs, all parties will be advised the audio recording is being shared with the relevant authority and for what purpose, prior to this being released.
Employees will be notified of the intention to use audio recording equipment prior to the meeting. The HR practitioner attending the meeting will arrange for the audio equipment to be set up prior to the meeting.
The audio recording equipment has been routinely used and well received for a number of years within the Medical and Dental Staffing Team with full BMA support and agreement.
How NHS Lanarkshire will use it:
Audio recording equipment will be used as a helpful way to capture and preserve complex information about conversations/interviews in which individuals participate.  It is a good way to document the discussion that takes place.  Once for Scotland Policies recently launched make reference to the use of audio recording equipment to support the preparation of notes where all parties have agreed in advance. Therefore, keeping in line with the national direction of such policies, this guidance is local implementation of Once for Scotland Policies as required by Scottish Government.  
Normally, this equipment will be used in the following hearings: - *
· Prevention of Bullying, Harassment and Victimisation hearing

· Disciplinary Investigations

· Disciplinary Hearings

· Grievance Hearings

· Appeal Hearings

· Dismissal Hearings

· Dispute Hearings
· Whistleblowing
However, this list is not exhaustive and may be used in other meetings where consent has been given and this guidance is adhered to.

*Where the matter is complex; and or a number of individuals require to participate in the process.

It may also be appropriate to record a meeting where the individual requires a reasonable adjustment in line with the Equality Act 2010. This will normally be based on the advice from SALUS Occupational Health & Safety Service.
NHS Lanarkshire reserves the right not to record a meeting where the meeting does not meet the above criteria.

Why should it be recorded?
There are various reasons why information from meetings/hearings should be recorded:
· All parties can review the audio recording at any point after the meeting or during any stage in the formal process of the issue being addressed
· This information could be used to assist in obtaining necessary evidence during a formal process
· Audio recordings are factual and accurate records of discussions

· This information could be used to support a decision making process where a panel have to refer to significant amount of information gathered during a formal process
· Support the health and wellbeing of HR staff participating in the meeting, preventing them from having to take onerous notes for prolonged period of times
· Support full HR contribution and participation during a formal process

. 
Storage of Information

Precautions will be taken to prevent any unauthorised access to personal data. Any information relating to named individuals will be handled and stored securely.  Information will be secure and stored within a locked filing cabinet and also held electronically, within the Human Resources Department.   Staff will not be permitted to share audio recordings or transcripts with any other parties, apart from those involved in the discussions for example, staff side representatives who accompany them as part of the meeting/process.
Retention of Records
In line with GDPR, data will not be kept any longer than is necessary for a particular purpose.

The information will be retained in line with Scottish Government Records Management Policy, same timescales required for the retention of paper files.
If staff request and receive a digital recording of the meeting, they have a responsibility for storing this information securely.
Familiarisation
· Prior to the hearing/meeting, all parties should familiarise themselves with the   equipment.
· All parties to test the audio equipment before any hearing/meeting.
·  Recording in a quiet room is encouraged and consideration should be given to the setting in the room to ensure the recording is clear.
· Turn off all mobile phones

Setting Up of Equipment

A member of the Human Resources Team who is attending the meeting will arrange for the audio equipment to be available and be set up at the meeting.
Equipment Usage

The Medical Staffing Human Resources Department will securely store and facilitate the booking of the equipment. 
Process

· Brief the interviewees – as well as briefing them on the content of the hearing/meeting, it would also be helpful to remind them to speak clearly and not too fast.

· At the start of the recording, introductions should take place with each panel member present and state what the meeting/hearing is and that this is being recorded.

· Chair of the hearing/meeting should ensure that verbal consent which will be recorded, has been obtained from all parties.

· Throughout the meeting/hearing panel members should say their name before asking questions.

· Recordings will not be made during the recess or during panel deliberations. 

· At the end of the meeting/hearing or at the start of an adjournment, it should be stated that it is the end of the meeting/start of the adjournment before stopping the recording.

· After the hearing/meeting a transcript of the audio recording will then be typed up and issued to panel members for checking prior to being issued to staff member in line with the appropriate policy.

· Recording equipment should be returned to the Medical Staffing Human Resources Team at the end of the meeting/hearing.
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